norl

Upgrade Your Life?

\/5 Hosted / Cloud Configuration- SFTP



Contents

Creating a Public/Private Key Pair USING PULLYEEN: .....ccciiiieiie ettt ettt ere e ve e e s te e sav e s aveete e veesaaesanas 3
Configuring SFTP N OPERA ... ..ottt ettt e ettt e e e st e e e st e e e e s b teeeesabeeeesanseaeesaastaeeesssaeessnssaeessnssnnassnns 9
(Yo oo T 1o N A @ G ol = S PURSPR 12
G YL 11T F- 4 oY o VSRS 14



V5 Hosted Cloud Configuration - SFTP

For whitelisting extracts.norl.com on the hotel side

3.212.135.224

34.231.219.100

They need to ensure they are allowing outbound traffic to those 2 IPs over port 22.

The “first” IP is our current primary SFTP server. The “second” IP is going to be (in the future) our
backup SFTP server

Creating a Public/Private Key Pair using Puttygen:
Download PuttyGen on the hotel’s server: https://puttygen.com/download.php?val=49

1.

In the Parameters area, select “RSA”

E® PuTTY Key Generator ? x
File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@) RSA (O DSA (O ECDSA (O EdDSA (O 55H-1 (RSA)

MNumber of bits in a generated key: 1024

2. Change number of bits in a generated key from 2048 to 1024. Anything above 1024 will

not work in Opera.


https://puttygen.com/download.php?val=49

3. Click on Generate

EP PuTTY Key Generator ? x
File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
@ RSA (O DSA (O ECDSA (O EdDSA (0 55H-1 (R54)

MNumber of bitz in a generated key: 1024

4. From the next warning screen, click 'OK'



g PuTTY Key Gen

File Key Conversions Help

Key
No key.

PuTTYgen Warning

generate this key?

Actions

Generate a public/p

N

I Keys shorter than 2048 bits are not recommended. Really

e

rerate

Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(® RSA (O DSA (OECDSA
Number of bits in a generated key:

(

Save public key

(O EdDSA

Q_Iload

Save private key

(O SSH-1(RSA)

1024

5. Keep moving the mouse over the blank space to generate the key faster (this makes a huge

difference!)

g PuTTY Key Generator
File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair

Load an existing private key file
Save the generated key
Parameters
Type of key to generate:
RSA DSA ECDSA
Number of bits in a generated key:

O

Generate
Load
Save public key Save pnvate key
EdDSA SSH-1 (RSA)

1024




6. Once generated, you will get an option to create a passphrase (i.e. password) . Create a
passphrase and save the public key using 'Save public key'. Name the file “public_key.pub”

PLEASE USE CP CHAIN + OPERA CODE example: 8PVRPA

Please advise the contact the password will be used in the validation process and troubleshooting.

BP® PuTTY Key Generator ? X
File Key Conyersions Help

Key
Public key for pasting into authorized_keys file

1024 37 A
100295564385643594216061825410738020796752328123594764615881202182168
118385133952644 143493902317648874714643533385995726300734300056 103480

260053123173455612483113383752261627197112010111704281765082859478255

277151325761774377742056516456554741704776409761995878911229922315525 v

Key fingerprint 1024 e0:19:c2: 1d:a8.e5.e9 eaba:5¢cb1:3d:37:9¢c.a3.ab
Key comment: rsa-key-20181002
Key passphrase Iooooooooo ]

Confirm passphrase. |o—¢t@uuu ]

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key I Save public key | Save private key
Parameters

Type of key to generate = : .

(@) RSA ()DSA () ECDSA () ED25519 (_)SSH-1(RSA)

Number of bits in a generated key 1024

Select Save private key, and save it in desktop, this is a .ppk file

The standard Private Key can be used in the future to re-generate the public and SSH key if
needed (migration, server loss, upgrades, etc.). The hotels should be advised to keep the private
keys and their passwords secure and backed up, and never to send them to us as they should be
treated as confidential. We only need the public key.



7. Save the private key by going to 'Conversions' > Export Open SSHkey. Do not use the 'Save
private key' option, it will not work in Opera.

B PuTTY Key Generator ? *
File Key Conversions Help
Ky Import key
Z::'E:e Bxport OpenSSHkey [
AAAMABT Export OpenSSH key (force new file format) 0d/pgbhHEagickmLYeNGYoKIEMoe
Iﬁﬂg Export ssh.com key y5gfm+aThyQ== rsakey-20211130

Keyfingerprint:  [sshrsa 1024 SHA256:KSnnNcJXeidc 7AMG +xLGiwZHBKOBhOEMW 78 ik AlA
Key comment: |rsa%ey-20211130

Key passphrase: |"uuu

Corfirm passphrase: |"uuu

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key E Save public key i Save private key
Parameters

Type of key to generate:

(®) RSA (IDSA (JECDSA () EdDSA () 55H-1 (RSA)
MNumber of bits in a generated key: 1024

Name the exported private key “Operaprivatekey.key’.

Checking the key, you can open the Public Key in a text editor and it should look like this:
---- BEGIN SSH2 PUBLIC KEY ----

Comment: "rsa-key-20211201"
AAAAB3NzaClyc2EAAAADAQABAAAAgQCbLNMvwPISToqTVCqNIgDJeyRodYOy6pXB
IVOrCq+Vdv3joX1k8MrlpeMrR4eMfWVa6h182XKzGTJEXrOKZIL6GP/Ir/N+hahb
UveMmvvwruoR8ScZS1yeD4wmp9f2XpDtvMQDQ/Y+UW130KyOTIOpYvtgXbfBRsgA

aRtEQ6UgCw==

---- END SSH2 PUBLIC KEY ----

*A*AXTHIS KEY IS THE ONE TO BE VALIDATED IN OPERA ******



8. Send this Public key to your email, and save them in a zip file

9. Create a ticket in Jira requesting Whitelisting for SFTP and Endpoint creation, mention the
Public IP and Data Server Proxy and Load Balancer IP’s.

Here is the link to access the Data Center Proxy IPs per region. You can find the region in
pineapple.

https://confluence.oraclecorp.com/confluence/pages/viewpage.action?spaceKey=GBUCS&title=G
BUCS+3+Proxy+Specifics

Attach the Public Key zip file. Please consider turnaround time from 3-5 days.

*Emphasize in the ticket that this request is for CM data sync reports *
Include in the ticket “Please configure the file path for the reports”

Note: The Public IP for SFTP needs to be of the application server . In most cases it will be the same
IP(s) as their OXI server.


https://confluence.oraclecorp.com/confluence/pages/viewpage.action?spaceKey=GBUCS&title=GBUCS+3+Proxy+Specifics
https://confluence.oraclecorp.com/confluence/pages/viewpage.action?spaceKey=GBUCS&title=GBUCS+3+Proxy+Specifics

Configuring SFTP in OPERA

Important: You must obtain the Chain code from Pinneaple list.
https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439:::::

1.Access Opera Configuration > Property > Delivery Method > General > Click on ‘SFTP’ tab.

GIMOMA - Delivery Method Maintenance

GENERAL Property [MOMA =]

Email| Fax SFTP

2. Click on the ‘NEW’ and configure the SFTP Destination as follows:

CSFTP Deshinalions - Edil

Destination rOR1 SFTP TRANS]

Descrption _HI.'.IFI‘ SFTP TRAMS
Inacive [

DK Close

Destination: NOR1 SFTP TRANS
Description: NOR1 SFTP TRANS

Click ‘OK’ when Finished

Repeat the steps for User Activity Log with Destination and Description as NOR1 SFTP USERS


https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439

CISFTP Destnalions - Edil

Destination HOR1 SFTE USERS

[ascription .MI:IR‘ SFTPUSERS
Inacive [

oK Cloze

From the export Delivery Maintenance screen, click on the ‘Config’ button:

i CUNQR - Delivery Method Maintenance

GENERAL New
Emall| Fax SFTP | _Eg!_lnalnta
Destination Dascription )= _Config

NOR1 SFTP TRAINOR1 SFTP TRANS

NOR1 SFTP USEFMOR1 SFTP USERS

Enter the endpoint name: CHAIN_SFTPNOR1

Important: You must obtain the Chain code from Pinneaple list.
https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439
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https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439

Beunor - Delivery Method Maintenance

GENERAL Mew
. Edit
Emall | F I cunoRr- Export File Delivery Configuration Delete
Desting —Eonfia
MOR1
MOR1 £

[T E TG TRHMANMY SFTPENMDPCINTHOR 1

OFERA x|

\i]) A new endpoint validation request has been submitied
(JOB_ID=20826).

N validate| ok | ciaze

Click “Validate”

Click “OK”



Endpoint CX Ticket

e Once the Zendesk ticket has been whitelisted and you have the USER ID for the property,
you can request the endpoint creation ticket.
e Have Pinneaple open and property selected as you will require information

https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439:::::

e (o to: https://portal.oracleindustry.com/requests#requests/create/service

Select “Create Request”

Category: Application > Configuration > Change

Product : HGBU > OPERA

Configuration item: please select according to your property

Subject :
OPERA Cloud / V5 OSB Endpoint Configuration — Environment from Pinneaple

Description :
1. Environment Name:
Environment from Pinneaple
Example: OPERA Cloud xxxx PROD (NA IAD3.0) (hhs1-oc) - Production
https://apex.oraclecorp.com/pls/apex/f?p=23830:105:3980928489::::P105_ENVIRONMENT_ID:19081

2. Property Name:

Property Name

OPERA V5-Live https://hhs1-oc-sc.oracleindustry.com/OperaPortal

Cloud Dashboard-Live https://hhs1-oc.oracleindustry.com/OPERA9/opera/operacloud
Admin Server - OSB https://dpwj0130a9.iad.icprod.oracleindustry.com:7032/console

3. Chain Code:
Chain code as per pineapple list.

4. End Point name required:
CHAIN_SFTPENDPOINTNOR1

5. SFTP Host and port:
Host : extracts.norl.com
Port: 22

6. SFTP Username :
You will need to provide the USER ID obtained in the Zendesk ticket.
Example: osr.hilton, osr.ihg
Password: see attached
Attach the Zip file with the Keys and other word file with the password (password to open keys CP chain code
+ Opera resort code)

12


https://apex.oraclecorp.com/pls/apex/f?p=23830:1:6129193984439
https://portal.oracleindustry.com/requests#requests/create/service

7. SFTP - Destination path:
Transaction Extract:
/transactions

8. ORGANIZATIONCODE:

Chain Code
Implementation window: As soon as possible
Customer: select according to your property

Attachments: add the Zip file containing the keys and other word file with the password.

Click: Create ticket

NOTE:
As reference you can use 211215-007245

During Endpoint process creation, you will receive an IP to be whitelisted on NOR1 side, please
add it to the previous Zendesk ticket for SFTP whitelisting.

Kiran Kumar Mukala 2T7-Dec-2021 hi Marcela,
15:19 UTC
CustomerNendor needs to allow Cracle IP 130.__._ __ 62 on their firewall.

Can you inform customer and let me know once done?

Thanks
Kiran Nukala

If Users report is required we will need to do another Endpoint CX ticket similar as above.

13



2" call with property

Keys Validation

Access Opera Configuration > Property > Delivery Method > General > Click on ‘SFTP’ tab

GIMOMA - Delivery Method Maintenance

GENERAL Property MOMA | =]

Email | Fax SFTP

From the export Delivery Maintenance screen, click on the ‘Config’ button:

Beunar - Delivery Method Maimenance

GENERAL Mew ||
i Edif

Email Fax SFTF"| Dalate

Deslination | Description 1= Canfi

MOR1 SFTF TRAINOR1 SFTP TRANS
MOR1 SFTP USEIMOR1 SFTP USERS

Click on “Validate”

EPVRPA - Delivery Method Maintenance

GENERAL Property PVEPA 13 __Naw

Email | F BpyRPA - Export File Delivery Configuration Delete
|Destina _Config_
INOR1 ¢

LLTIL T ET CRHMAM T SFTPENDPOINTNOR1

OPERA x

\i ) The endpoint validation request Is currently pending
(JOB_ID=21118).

oK
e
[ 2RI




Set up the OSR reports as usual.

Schedule the report Opera > PMS > Miscellaneous > Reports Scheduler

e Norl 5am/10pm/Recovery: send to Norl SFTP in Delimited Data Tab format
e User Activity Log: sent to Norl User SFTP in Delimited Tab format

For the schedule, please select in the Distribution list:

Destination: SFTP

Select “NOR1 SFTP TRANS” for Norl 5am, Norl 10pm and Recovery Report

EMCOPF - Schadules (EST)

Repart Mame nort Repeat Interval Search
File Marme | ] Starl Drate From | =g Clear
User £ To E Repors
Scheduled Reports
X Repot Wame Siart DateMime Fepeat Int=rval End Dete/Tima =1 " Ragazn
NORA 10FPM Simple Report 11-18-21 22:00 Evary 1 Days)
s - e — SelectAll
NORA Recovary Report 11-18-21 0600 Evary 1 Mondh(s) on the Speaciied di
NOR1 5am Simgls Repart 11-18-21 0500 Every 1 Dans) Nane
= - Dastination
TYPe sF1R
Walug [NOR1 SFTP TRANS | | %] — Hew
Dhalethe
| Eat
| _ oK Close 'z Run Now
4 : O
| & Disfribuiion List " Parameters " Syatem Paramelers I+ Dates Cnly
|Cc|rnml.|nic.aﬁn|1 Type Address |L Mew
FILE osi_landscape td Dislats
Edlt
I 1

15



Select “NOR1 SFTP USERS” for User activity log

EEMCOPP - Schedules (EST)

Repaort Mame usar Repaat Interval Search
File Mame | Start Date Frorm | |Em Clear
User ES To a Reparts
Scheduled Reports
X Repot Name StantD ime Fepeat Intzrval Eng DateTime 211 Remesn
SelectAll
| Mane
— o Destination
Type  Email " Fap " Folder  SFTP
Value [NOR1 SFTP USERS T | & — Hew
- Delete
B Edit
I oK Clase =] | Bun How
4| T _’I_
& Digtribution List " Parameters " Syatem Parameters [ Dates Only
Communicaion Type Addrass =1 e
(I

Select each report and “Run Now” click on Reports to confirm the status as Successful

G MCOPP - Schedules (EST)

Repori Name Status | | Saarch
Filemame| | Reportio [ | #| stanDateFrom [11-17-21 | Clear
user[ %] I~ snow Non-Scheduled To == Schedules
SubmittediCompleted Reports
X |Report Name Status Stant DatedTime End DatedTime = Refr
: s - : — = Select 41
MOR1 am Simple Repor Finished successiully 12-08-21 1732 12-08-21 17.32
NOR1 Recavery Report Finished successtully 1208-2117:32  [12-08-2117:32 Ngne
lNDRI 10PM Simple Report Finished successully 12-08-21 17:32 12-03-21 17.32
|User Actiaty Log Finished succesafully 12-08-2117:32 |12-08-21 17:32 Log

If SFTP shows as “PENDING” please confirm with Chris / Jay report reception. You will need to
provide file name to be tracked. In example below: osr_landscape134886250.txt

EPVRPA - Schedules (Americadexico_City)

Feport Name Slatus Search
File Name | | Report ID +larl Date From [12/22/21 | Clear
User[ ¥ I Show Mon-Sc... To[_______ 15 T
Submitied/Completed Reports
|X Repor Name Status Start Date/TimiEnd Dateime~) | £ofoch
MOR1 SAMSIMPLEREPQSubmitting 011222 11:57 celer
NOR1 RECOVERYREPQFinished successiulh 0112022 11570112022 1715 TN

. NOR1 1DPMSIMPLEREIF!n!shed successfully

D1M2022 11:5701/12022 11:57 hone

Rate Variance Soms ot s 222 0800

- BioPERA

Rate Variance 2122 06:00 Log
___NOR1SAMSIMPLERT _ 2122 05,00
. NOR11 10PMEIMPLE LL NRRL SETE T RANS SEERTNNG n1r22 22.00

Rate Variance n1/22 08:00
| Rale Variance .rf)ﬁ_!

NOR1 SAMSIMPLE

NOR11 ‘Il]F'MSIMF'LEREI:Finisth successfully

n1/22 06:00
7 OO 1/22 05:00 %‘
0110/22 22:0001/10/22 22:00 Wiew

Rale Variance Finished successfully IJU‘H:IQE 08:0001/10/22 08
4
“ Distribution List  © Param... " System Para... F Dates ...
Communication Type |Address
FILE |osr_landscape 134886250 .bd
EMAIL aimie. melili@oracle_ com - SUCCESSFUL

EMAIL

NOR1 SFTF TRANS - PENDING

(osr transaction@nor .com - SUCCESSFUL

Close |

16



